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Executive Summary

Connected vehicle (CV) technologies enable a wide range of transportation applications
in safety, mobility, and infotainment. These applications range from blind spot and do-
not-pass warning to variable speed limit and point-of-interest notification. While holding
tremendous promise, the success of these CV-enabled applications will rely on the quality
and security of the underlying information flow.

Recognizing the fundamental role of information flow in future transportation applica-
tions, this project aims to develop an up-to-date understanding of critical information flow
quality and security issues, challenges, and potential solutions in CV environments. Our

investigations took a two-pronged approach:

1. Information Quality Problems: Two major technologies, namely LTE (Long-Term
Evolution) and DSRC (dedicated short-range communication), enable vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I) communications. This report com-
pares and analyzes these two technologies, in terms of their technology standards,
performance and cost. To facilitate the analysis, the research team developed sepa-

rate tools to simulate network information flow and estimate the deployment costs.

2. Information Security Problems: The team provided a critical review of potential
attacks on CVs and the limitations of existing DSRC standards in addressing these
threats. The team proposed a game-theoretic strategy to tackle a wide range of poten-
tial attacks on CVs. We also identified open issues that remain unsolved with existing

technologies and security protocols.
This project’s major findings and contributions can be summarized as follows:

1. Performance of DSRC and LTE: We found DSRC-based VANETS (vehicular ad
hoc networks) are at a severe disadvantage for most situations, with the exception
of extremely short-range one-hop communication between slowly moving vehicles.
We tentatively concluded that DSRC may find limited use outside of short-range

applications.



2. Cost of DSRC and LTE: The preliminary analysis indicates that the infrastructure
and operations costs to ensure comprehensive DSRC-based V2I coverage would be
very high. Since the LTE network already provide nation-wide coverage in most
urban areas, leveraging this network is envisioned to save the infrastructure cost sub-

stantially.

3. CV safety: The research team established the position and velocity accuracy require-
ments for safe operation of CVs. We found that a vehicle’s own position must be
estimated with decimeter-level accuracy for lane-keeping, and that the vehicle must
be able to verify a neighbor’s position to within a meter to disambiguate the lane that

the neighboring vehicle occupies.

4. CV security: We found that even if a malicious neighbor cannot present itself as a
credible node of the CV network, it can perform man-in-the-middle attacks to render

the CV technology ineffectual.

Based on the findings, the research team makes the following recommendations for

TxDOT’s consideration:

1. Recommendation on Information Quality: Given the limitations of the DSRC
standard, we suggest TxDOT take a skeptical view as to what can be achieved with
DSRC in the near future. To achieve a reliably and widely connected vehicular net-

work, leveraging cellular technology appears to be a more plausible course of action.

2. Recommendation on Information Security: Infrastructural control is critical to
establish secure vehicular communication, and LTE-based cellular networks provide
such infrastructure. DSRC, or any alternative communication technology for CVs,
should be used in combination with other modern vehicle sensors such as radar or
optical cameras to enhance the security of neighbor position verification protocols.
It is also suggested that standards for credential revocation in CVs be revamped to

prevent attacks against CV networks.



Chapter 1

Introduction

1.1 Background

Although advancements in automotive technologies have provided improved public safety
on US roads over the last two decades, further steps are required. According to the Na-
tional Highway Traffic Safety Administration, in 2013 there were more than 3,000 deaths
on Texas roads and more than 30,000 deaths in the United States, an alarming number. It
is widely believed that emerging technologies can further decrease the number of fatali-
ties. Connected vehicle (CV) is an application of communication technologies on vehicles.
It utilize wireless communications to communicate in real-time among vehicles, network
infrastructure, and/or passengers personal communications devices. It has been estimated
that mature CV technology could potentially eliminate more than 80 percent of all vehicle-
related crashes. CV technology presents many possible applications, provided that reli-
able communication takes place between moving vehicles and the network infrastructure,
namely access points or base stations that are connected to the terrestrial wired network and
the Internet. These applications range from collision prevention to optimal traffic control
to Internet access. Although our focus is safety, mature CV technology can also have a
significant impact on the U.S. economy. Given that the cost of congestion was estimated
at $87.2 billion in 2011 (not to mention the environmental costs of emissions), CVs can
provide economic benefits by solving congestion-related transportation problems. Many
unforeseen efficiencies and economic opportunities are also likely to be opened up by CVs.

Governments, transportation agencies, private-sector companies, and academia have
been actively researching and developing CV technologies for more than 10 years. Gov-
ernments and regulatory agencies from the U.S., Europe, and Japan have set up rules for

vehicular networks and have defined specifications to serve CVs. In addition, organizations



that set standards for the field, including the Institute of Electrical and Electronic Engi-
neers (IEEE) and the Society of Automotive Engineers (SAE), have defined communica-
tion protocols that provide interoperability among different manufacturers, such as IEEEs
wireless amendments for vehicular environment (WAVE) standards protocol. In the mean-
time, researchers have studied challenging problems in area of vehicular ad hoc networks
(VANETSs) wherein the vehicles themselves form the network with little or no assistance

from the network infrastructure.

1.2 Overview of Connected Vehicle Applications

1.2.1 Safety Applications

In this report we do not consider any semi- or full automated driving functions when talk-
ing about CV applications. Here safety applications specifically refer to systems designed
to inform drivers of imminent or potential threats caused by vehicles or natural incidents.
These applications require the target information or packets to be successfully decoded at
the destination, whether vehicle or infrastructure. Safety messages that contain the host
vehicles location, speed, and type are broadcast to nearby vehicles regularly or when re-
quested. After decoding the messages, an onboard unit (OBU) on a vehicle evaluates their
relevance and takes action, such as notification, warning, and even intervention. Following

are some examples of important safety applications.

1. Emergency brake warning: When a vehicle with a communication device brakes
suddenly, the vehicle broadcasts an emergency braking signal to nearby vehicles.
Safety signaling is designed to reach vehicles whose vision is limited due to in-
clement weather or obstructing vehicles. Thus, the affected vehicle warns other

drivers of potential threats in the immediate area.

2. Blind spot and lane change warning: As described above, a safety message in-
cluding the position, speed, and acceleration of the hosting vehicle is broadcast on
a regular basis. Using the messages, OBUs on the vehicles calculate and predict the
trajectories of each other. If a vehicle attempts to change lanes and the two trajecto-

ries threaten to collide, the affected OBUs warn the drivers.

3. Do-not-pass warning: Sometimes a driver attempts to pass a slow-moving vehicle
on the left without realizing that another vehicle is approaching from the opposite

direction, which is particularly hazardous on roads that lack a passing lane. This



application warns the faster-moving vehicle to not pass the slow vehicle. Similarly,
if a driver attempts to pass a car and there is another car ahead of it in the same lane
that blocks the safe passing zone, this application informs the passing driver of that

undetected danger.

4. Cooperative forward collision warning: A moving (and generally assumed to be
autonomous driving) vehicle is informed of a vehicle approaching from behind via
periodic safety messages transmitted from the approaching vehicle. Decoding the
safety messages and evaluating the potential threat, the approaching vehicle triggers
a forward collision warning. When nearby vehicles decode the warning message,
they cooperate to avoid possible crashes by assisting drivers or taking actions coop-

eratively.

1.2.2 Mobility Applications

Efficient traffic control is achievable when traffic information is exchanged between neigh-

boring vehicles and infrastructure.

1. Variable Speed Limit: Variable speed limit (VSL), also known as speed harmoniza-
tion, has both significant mobility and safety benefits. VSL provides speed guidance
to drivers, which varies smoothly over space and time based on prevailing traffic
condition. Through reducing sudden brakes, it can reduce crashes as well as mitigate

stop-and-go and shock waves in traffic flow.

2. Enhanced Route Guidance and Navigation: Roadside units (RSUs) continuously
collect information about vehicles in large areas, and then acquire the latest traffic in-
formation. If a vehicle approaches a congested area, nearby RSUs inform the driver
of the congested area. Drivers receiving such en-route information will be able to
change their routes. This application alleviates congestion by reducing surplus de-

mand to bottlenecks and thus increases the network-wide efficiency.

3. Green Light Optimal Speed Advisory: RSUs provide vehicles with information
about traffic signals and surrounding traffic flow. Based on such information, if the
traffic is uncongested, vehicles will be able to adjust their approaching speeds to
reduce number of stops or idling time at intersections. This will help to improve

driver comfort and fuel efficiency.
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1.2.3 Infotainment Applications

Infotainment applications provide passengers with information about nearby attractions and
can introduce new opportunities for local businesses. Furthermore, vehicles can possibly
provide Internet connectivity, much like Wi-Fi hot spots, assuming they can establish a
reliable connection themselves into the network. Such applications may have two impacts.
From a system standpoint, such applications could reduce the idling and cruising time to
seek a location, thus reducing congestion and emissions. On the other hand, excessive
information may distract drivers and raise safety concerns. Last but not least, providing
secure and efficient bandwidth for transmitting data would be a challenge in a hybrid system

that integrates DSRC and cellular infrastructures.

1. Point-of-interest notification: This application allows local businesses, tourist at-
tractions, or other points of interest to advertise to nearby vehicles. In this appli-
cation, RSUs broadcast information about the places of interest and OBUs capture
the information. For example, if the fuel tank is low, the vehicle display lists nearby

fueling stations to the driver.

2. Affordable in-vehicle Internet access: CVs based on DSRC (described in the next
section) can provide passengers with Internet access, turning vehicles into hot spots
at a reasonable price. This application does not interfere with the current cellular
communication or the in-vehicle Wi-Fi hotspots because DSRC uses different spec-
trum. However, we believe that providing high-speed access reliably and ubiqui-
tously will be much harder and more expensive than DSRC proponents claim. Fur-
ther, the amount of spectrum available to DSRC is an order of magnitude less than

for cellular networks.

As described above, these safety and non-safety applications are available only if re-
liable vehicle-to-vehicle (V2V) and/or vehicle-to-infrastructure (V2I) communication is
available. Because V2V and V2I communication involves reliable wireless links, modern
wireless technologies are essential to the implementation of CV applications. As a result,
quantitative metrics such as end-to-end delay, packet error rates, throughput, and commu-
nication overhead are major parameters that will significantly influence the performances
of CV applications. Although the effectiveness of CVs is affected by qualitative factors
such as market penetration and human drivers abilities to react to the provided information,

this report mainly focuses on the quantitative aspects.
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1.3 Scope and Outline

CV technologies underpin a large number of potential applications in safety, mobility and
infotainment. Towards deployment of these applications in an effective and secure fashion,
industry and academia have paid considerable attention to making connections between ve-
hicles as secure as possible while maintaining efficient wireless network use and protecting
the privacy of users of CV technology. The scope of this project is to provide an up-to-date
understanding of information flow quality and security issues in CV environments, as well
as preliminary guidelines for optimizing information flow in Texas. This report summa-
rizes the key findings in this project and provides tentative recommendations for TxDOT’s
consideration in optimizing CV-based transportation management applications in future
scenarios.

This report is organized as follows. In Chapter 2, two important CV-enabling technolo-
gies, DSRC and LTE, are reviewed and compared. In Chapter 3, security issues in CV
environments are identified and potential solutions are discussed. In Chapter 4, we present
two case studies on CV-enabled transportation management applications and estimates of
their respective costs and information quality and security. In Chapter 5, recommendations
are made based on technology features, system cost estimations and feasibility of potential

business model. The report is concluded in Chapter 6 with a summary of research findings.
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Chapter 2

DSRC and LTE Standards

This chapter explains current communication technologies for the CV and compares their
performances and deployment costs. We consider two possible standards: DSRC and LTE.
The performances of DSRC are numerically obtained by system-level simulations. Then
the numerically obtained network performances such as packet delivery ratio or average
throughput per vehicle are compared to that of LTE cellular communications. A cost anal-

ysis and comparison between DSRC and LTE are given.

2.1 DSRC Overview

In the United States, DSRC employs the IEEE 802.11p at the physical (PHY) layer for
wireless access in vehicular environments (WAVE). This is an adaptation of the famous
IEEE 802.11a standard previously used in Wi-Fi systems. DSRC also employs the IEEE
1609.2, 1609.3, and 1609.4 standards for security, network services, and multi-channel
operation at higher layers in the network stack, and the SAE J2735 Message Set Dictionary
for the basic safety message (BSM I and II) [1, 2]. The network layer stack for DSRC is
shown in Figure 2.1.

The PHY layer of DSRC controls the transmission and reception of electromagnetic
signals. The standard is very similar to the Wi-Fi standards (IEEE 802.11a, IEEE 802.11g).
The spectrum between 5.850 GHz and 5.925 GHz is allocated by the Federal Communi-
cations Commission (FCC) for transportation applications. The 75 MHz spectrum is sub-
divided into seven channels. The seven channels (172-184) comprise six service channels
(SCHs) and one control channel (CCH). Channels 172 and 184 are reserved for safety ap-
plications and channel 178 is designed for control signaling. On the other hand, channels

174, 176, 180, and 182 are reserved for non-safety applications. In order to support safety

13



Figure 2.1: Network Layer Stack for DSRC Protocol

and non-safety applications, devices must switch between the service channels. If safety
messages are congested due to the large volume of vehicle, not being able to be handled by
those channels, they are transmitted via an extended channel.

IEEE 1609.4 enables devices to operate in multiple channels. The CCH is designated
as a rendezvous channel; devices search for each other in the control channel and tune to
a certain SCH they want to listen to. According to IEEE 1609.4, all devices should switch
between SCH and CCH and the alternation is based on the time divisions.

IEEE 1609.3 is designed to enable one-hop communication with a relatively small
packet size. The short packet size increases the chances of successful communications
and mitigates interference. The short message is composed of a header (less than 20 bytes)
and a payload (less than 200 bytes). The payload contains the host vehicles location, speed,
and vehicle type.

Another important characteristic of DSRC is the protocol that is often called OCB (out-
side of the context of basic service set). Traditional IEEE 802.11 defines the basic service
set (BSS) where messages can be exchanged. Establishing a secure BSS necessitates an-
nouncement, scanning, synchronization, and association and the time required is extremely
undesirable in vehicular environments. In DSRC, the rule has been modified to support
direct and nearly instantaneous link setups. Vehicles transmit wild-card messages that are

designed to allow any device to process the packet instantaneously instead of joining the

14



BSS. This significantly reduces the time to connection.

2.2 DSRC in CV Environment

2.2.1 Physical Layer

The physical PHY layer of a VANET controls the transmission/reception of electromag-
netic signals and their associated waveforms. In particular, the PHY layer is responsible
for reliable communication of information bits over an established link, where the link is
established by the medium access control (MAC) layer. Although the PHY layer is the
most challenging and sophisticated of the layers, the technology behind it is quite mature
and stable. The PHY layer in DSRC is specified by IEEE 802.11p in [3]. The IEEE 802.11
family of standards primarily comprises wireless local area network (WLAN) applications,
and is best known for the now ubiquitous Wi-Fi. Although Wi-Fi includes several different
and incompatible versions such as 802.11a, 802.11b, 802.11g, 802.11n, and now 802.11ac,
the technology is very well developed. 802.11p is most closely related to 802.11a. In
particular, 802.11a [4] is for the several unlicensed bands in the 5 GHz unlicensed band
(5.155.35 GHz, 5.475.825 GHz). Since DSRC uses the spectrum between 5.850 GHz and
5.925 GHz for its 802.11p operation (in the US), it is most commonly compared to 802.11a;
we summarize and compare the two standards in Table 2.1. Note that in Europe, the spec-
trum between 5.875 GHz and 5.905 GHz is reserved for vehicular applications, which is

thus a subset of what is available in the U.S

Parameters 802.11p 802.11a
Channel bandwidth 10 MHz 20 MHz
OFDM symbol duration 8.0 usec 4.0 usec
Guard time (CP) 1.6 usec 0.8 usec
Total number of subcarriers 64 64
Number of information subcarriers 48 48
Carrier spacing 0.15625 MHz 0.3125 MHz
Modulation BPSK, QPSK, 16-QAM, 64-QAM | BPSK, QPSK, 16-QAM, 64-QAM
Coding rate 172, 3/4 172, 3/4
Data Rates (Mbps) 3,4.5,6,9,12, 18, 24, and 27 6,9, 12, 18, 24, 36, 48, and 54
Max Transmit Power (EIRP) 28 dBm 28 dBm
Maximum Range' 150 meter 60 meter
Setup speed Instantaneous (wild card messaging) Slow

Table 2.1: IEEE 802.11p and 802.11a Parameters

15



Orthogonal Frequency Division Multiplexing

The key PHY technology behind both 802.11a and 802.11p is what is known as orthogonal
frequency division multiplexing (OFDM). OFDM is a computationally efficient way of
overcoming the self-interference caused by multipath channels, which is a fundamental
problem in high-data-rate wireless communication systems. Essentially, the many echoes
created by reflections of the signal between the transmitter and receiver result in interfering
versions of the signal that must be resolved in order to successfully decode the signals
information symbols. This interference is called intersymbol interference (ISI) and ISI is

efficiently canceled out by OFDM technology.

DSRC spectrum

The FCC assigns the bandwidth between 5.85 GHz to 5.925 GHz to the transportation ap-
plications. The DSRC bandwidth of 75 MHz is subdivided into seven 10-MHz bandwidth
channels and one 5-MHz guard band. The communications in different sub channels does

not interfere with each other. See Table 2.2 for details.

Channel number | Ch 172 Ch 174 Ch 176 Ch 178 Ch 180 Ch 182 Ch 184
Bandwidth 5855-5865 | 5865-5875 | 5875-5885 | 5885-5895 | 5895-5905 | 5905-5915 | 5915-5925
Class SCH SCH SCH CCH SCH SCH SCH
Application Primary Extended Control Secondary
safety safety safety

Table 2.2: DSRC Spectrum

The channels 172 and 184 are used only for safety purposes while other service chan-

nels serve infotainment or traffic efficiency applications.

2.2.2 MAC Sublayer

The MAC sublayer provides addressing of wireless node (station) and control wireless
channel resources.

Session-based Rule

IEEE 802.11 defines the BSS of STAs (Stations) within which messages are exchanged.
The order of the setup procedure is announcement, scanning, synchronization, and associ-

ation. The time required to achieve an association is relatively substantial. Although the

16



time required is acceptable for indoor communications, it is highly undesirable in the vehic-
ular applications. The session-based rule in IEEE 802.11p has been improved dramatically
to support direct and instantaneous setups. In this OCB transmission, a new six-byte BSS
identifier with a wild card value is defined and the wild card frames allow any device to

process the frame without joining as a BSS.

Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)

In addition to the enabling OCB communication, IEEE 802.11p defines a mechanism for
medium control. Without proper resource control, VANETSs quickly become very in-
efficient due to their decentralized access to wireless resources. IEEE 802.11p defines
CSMA/CA to control limited resource and to manage the quality of services for various
applications. The main philosophy in CSMA/CA is that a STA senses a channel and ac-

cesses it if the channel is not used by any other STAs.

2.2.3 Network and Transportation Layer

IEEE 1609.4 [5] and 1609.3[6] are standards for the DSRC middle layer. Note that DSRC
supports both WAVE short message protocol [6] and IP (Internet Protocol) type communi-

cation.

MAC Extension

IEEE 1609.4 [5] allows WAVE devices to operate in the multi-channel DSRC spectrum. In
order to support safety and non-safety applications, WAVE devices should switch between
the channels. The 1609.4 standard introduces control channel and time division to enable
multichannel operation. The control channel is a rendezvous channel for devices to meet;
WAVE devices search for each other in the control channel and tune to a certain service
channel. All devices should switch between service and control channels in a time division

fashion.

Network and Transport Layer

In order to avoid high overhead by TCP/IP, the WAVE short message protocol is devel-
oped to enable one-hop communication with a relatively short packet size. The protocol

increases the chances of successful reception and mitigates channel congestion.
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2.2.4 Routing Protocols in VANETSs

Table 2.3 summarizes different routing protocols. TBR refers to topology-based routing,

GBR refers to geographic-based routing, and BBR stands for broadcast based routing, and

CBR refers to cluster-based routing. The table shows that carry-and-forward protocols

are implemented effectively in most delay-tolerant networks. The carry-and-forward algo-

rithms increase end-to-end delay; however they can manage disconnected routes in urban

areas where buildings or vehicles obstruct possible routes.

In the table, the column labeled Prediction based identifies whether a protocol uses a

predictive method to decide the forward direction. Vehicle-assisted data delivery (VADD)

and D-mincost predict the traffic patterns and use them to identify forward direction. Most

recent protocols utilize GPS and global maps to discover the shortest paths 2.

Protocols Class Message Delay | Traffic | Prediction | Overlay | Global | GPS | Deployment
forwarding | tolerant | pattern based network | map scenario
DSDV [7] TBR Multihop No No No No No No Urban
OLSR [8] TBR Multihop No No No No No No Urban
TBRPF [9] TBR Multihop No No No No No No Urban
AODV [10] TBR Multihop Yes No No No No No Urban
ZRP [11] TBR Multihop No No No No No No Urban
GPSR [12] GBR Greedy No No No No No Yes Highway
GSR [13] GBR Greedy No No No Yes Yes Yes Urban
GPCR [14] GBR Greedy No No No Yes Yes Yes Urban
GPSRJ+ [15] GBR Greedy No No Yes Yes No Yes Urban
LOUVRE [16] GBR Greedy No Yes Yes Yes Yes Yes Urban
CAR [17] GBR Greedy No Yes No No Yes Yes Urban
VADD [18] GBR Greedy Yes Yes Yes No Yes Yes Urban
D-mincost[19] GBR | Alternating Yes Yes Yes No No Yes Both
SADV [20] GBR | Store&FWD Yes Yes No No Yes Yes Urban
CBR [21] CBR Multihop Yes No No No Yes Yes Urban
CBDRP [22] CBR Multihop Yes No No No Yes Yes Urban
LORA-CBF [23] CBR Greedy Yes No No No Yes Yes Urban
BROADCOMM [24] | BBR | Multihop Yes No No No No No Highway
UMB [25] BBR | Broadcast Yes No No No No Yes Highway
UV-CAST [26] BBR Broadcast Yes No No No Yes Yes Urban
SmartBC [27] BBR | Broadcast Yes Yes No No Yes Yes Highway

Table 2.3: Routing Protocols in VANETS

2Short wireless link where packets are forwarded; not the shortest road for the vehicles.
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2.3 LTE in CV Environment

Although many novel techniques have been proposed to address their inherent technical
challenges, VANETS still suffer from problems including broadcast storm, unbounded de-
lay, and lack of deterministic quality of service (QoS). Those challenges stem from the
absence of a central system. Establishing ad hoc networks with more than two hops is
very challenging. One obvious candidate for vehicular networking is the 4G mobile com-
munication standard LTE, created by the 3rd Generation Partnership Project (3GPP), a
collaboration of seven telecommunications standard- development organizations. LTE is
designed to handle large amounts of data traffic via a packet-switched network as well as

mobility and other aspects. As explained in [28], LTE has the following aspects:
e 72 Mbps per downlink base station
e Mobility up to 120 km/h without major throughput degradation (maximum 350 km/h)
o Communication range up to 5 km
e Latency less than 100 msec

These aspects satisfy all the key requirements for reliable vehicular communications. Re-
search communities have investigated the plausibility of LTE for vehicular networks [29,
30, 31], comparing IEEE 802.11p and LTE in vehicular scenarios by measuring end-to-
end delay, overhead, and packet error rate. Among other studies, [32] mentioned RSUs in
VANETS can be replaced with LTE base stations. [30] revealed the superiority of LTE with
respect to the delay. [33] and [34] pointed out that LTE supports V2V links based on the

device-to-device (D2D) communication protocol. Table 2.4 compares these technologies.
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Protocol 802.11a 802.11p UMTS LTE mmWave
Channel Bandwidth (MHz) 20 10 5 5,10,20 100-1000
Frequency (GHz) 2.4,5.2-5.8 | 5.85-5.925 <3.5 <3.5 15
Data Rate (Mbps) 6-54 3-27 up to 2 up to 72/site ;1 Gbps
Max transmission 60 m 150 m Skm 3km 150-200m
Coverage Intermittent | Intermittent Ubiquitous Ubiquitous | Ubiquitous
Mobility Support Low Medium High High Probably low
V2I Yes Yes Yes Yes TBD
v2v Yes Yes No Yes(D2D) TBD
Market Penetration High Low High (decreasing) High None ( 2022)

Table 2.4: Comparison of Technologies for CV

23.1 LTE
Structure

The LTE standard supports both frequency division duplex, which encodes information-
bearing samples across frequency, and time division duplex, which encodes information-
bearing samples across time. LTE uses OFDM transmissions for downlink in what is known
as OFDM access and its close relative single-carrier frequency division multiple access
(SC-FDMA), is used for transmission for the uplink.

Downlink

The key downlink transmission technology for LTE is OFDM access. OFDM overcomes
the interference caused by multipath fading. In addition to canceling the ISI, LTE base
stations divide the frequency and time resource and then use them to bear multiple users
information. This is called scheduling. The QoS can be met by scheduling. Channel side
information is required at the base stations to perform scheduling. LTE adapts multiple-

input-multiple-output (MIMO) transmission and hybrid auto repeat requests [28].

Uplink

For uplink transmission, a single carrier is used. It is similar to OFDM except that SC-
FDMA uses only one subcarrier to transmit information. It uses less bandwidth and energy.

It is very useful to mobile devices given their limited battery power.
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Upper Layer and Mobility

In the LTE upper layer, the QoS Class Identifier (QCI) is defined in [35] to meet the desired
QoS.

2.3.2 Applicability of LTE in Vehicular Networks
Guaranteed Quality of Service

In vehicular networks, various applications require different QoS and it is extremely impor-
tant to satisfy the QoS. Although 802.11p defines the OCB communication to support QoS,
it is impossible to introduce the detailed and guaranteed QoS that LTE can provide because
LTE processes each packet through the QCI technique. The enhanced supports of QoS
provided by LTE are extremely valuable to the delivery of safety messages in congested

urban areas [36].

Robust to Interference

Since VANETS are basically uncoordinated and distributed networks, it is more prone to
interference than conventional cellular networks where transmissions are coordinated and
orchestrated. For example, when a number of safety messages are broadcast through OCB
in a small area, interference in the area increases rapidly, retransmissions of the error pack-
ets multiply the interference, and finally the area is saturated with interference. The current
VANET standards, including 802.11p, cannot alleviate this escalating interference phe-
nomenon because of the ad hoc structure. In contrast, LTE definitely handles the interfer-

ence through MIMO transmission and user scheduling [37, 29].

Geocast and Unicast

LTE employs multiple broadcast and multicast service [38]. This technology supports mul-
ticast/broadcast by delivering the same content to a set of users. This technique is useful in
vehicular environments where vehicles want to disseminate messages in a given area, such
as foward collision warning. Geocast, which delivers the same messages via multiple BSs
(base stations) or a single BS, reduces the number of channels used significantly, and then
effectively suppresses unnecessary interference [39]. The unicast addresses each vehicle
individually, and consequently the channel is used as much as the number of relevant ve-
hicles. On the other hand, geocast addresses the multiple vehicles simultaneously and this

reduces the number of channel used and alleviates the interference too.
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Device-to-Device

In LTE-Advanced, Proximity Service (ProSe) [40] was proposed. The service was intended
to support social networking, local advertising, or public safety applications. In a vehicular
network, ProSe would be enabled to support V2V one-hop safety communication. D2D

communication is a viable tool especially if BSs are not available.

Market Penetration

Since LTE networks are deployed by private companies with maximum coverage, they
show high penetration rates with near-optimal deployment configurations. As a result, LTE

base stations naturally take the role of infrastructure in CV applications.

2.4 Comparison of Performance

This section focuses on showing various simulation results under DSRC protocol and com-
paring them to the LTE requirements. We use the network parameters given in Table 2.5.

The parameters are obtained from [30].

Routing protocol for multihop messages AODYV or OLSR
Number of nodes in the network 50, 100, 150, or 200 nodes
Number of data sinks for multihop messages 10, 20, or 30 nodes

Transmit power of basic safety messages 10, 20, or 28 dBm (10, 100, 1000 mWatts)

The model for wave propagation loss Two ray or Nakagami (m=1)
The speeds of vehicles on the network 22,33, 44, or 55 mph
The size of safety messages 100, 125, 150, 175, or 200 bytes
The frequency of BMS broadcasting 0.1, 0.2, 0.3, or 0.4 sec
Simulation window 300 m x 1500 m

Table 2.5: Simulation Parameters (bold indicates default value).

2.4.1 Performance Metrics

Using the parameters described in Table 2.5, we describe network performance with re-
spect to network performance metrics. Packet delivery ratio (PDR) is represented as the

following equation.
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PDR — Packets successfully ref:eived 2.1
Total packets transmitted

where the packet indicate the smallest unit for communication. PDR addresses the ratio
of successful transmissions by dividing the received packets by total transmitted packets.
When packets experience deep fading or the receivers are in the interference limited envi-
ronment, the transmitted packets are lost and not received by the receiver. Those packets
are counted as transmitted but not received. In this study, we use PDR as a metric to capture
the reliability of WAVE packet transmission in VANETS.

Another important metric is the transmission range. It can be computed easily by link

budget analysis that calculates the received signal power using

PtransmitG ( )‘/47T) 2
da

(2.2)

Received =

where G denotes the antenna gains, A indicates wavelength, d represents the communica-
tion distance, and « indicates the path loss exponent. In a rural area, « is between 2 and
3. In a dense urban area, the path loss exponent becomes 4. We obtained the maximum

communication distance d by assuming practical antenna gains and o = 3.

2.4.2 Simulation Study

Computer-based system-level simulators mimic elements of wireless communication net-
works, including physical and medium control elements such as mobility of transmitters
and receivers, multi-path fading, path loss, propagation of packets, channel access, and
routing control. By creating wireless networks with those elements, we can identify the
statistical characteristics of the wireless networks. To obtain insights from the simulation
results, we use key parameters, such as the number of vehicles in the network. We use the
NS-3 software which tracks the transmission and reception of basic safety packets and mul-
tihop application packets from vehicles simultaneously. It is important to acknowledge that
the system-level simulator does not reveal all the interactions among network parameters.

Throughout the simulation studies, we aim to answer the following question:

Can DSRC deliver critical safety information in time reliably over the necessary

range, especially when the wireless network is congested?

Table 2.6 summarizes the simulation results obtained from NS-3 and system-level require-
ment for LTE communications. We assume 10 vehicles per cell which then gives almost
the same ranges for DSRC and LTE.

23



DSRC LTE
Packet delivery ratio 0.82 (100 nodes at distance of 50 m) > 0.95 [30]
Max transmission range 130 m 3500 m
Throughput 760 kbps/vehicle 72 Mbps/cell, 7.2Mbps/vehicle
average end-to-end delay 230 msec 50 msec [37]

Table 2.6: NS-3 Simulation Results and LTE Requirements

We learned the following

1. At adistance of 50 meters, the PDR of DSRC is approximately 0.8, which is low for

reliable safety applications.

2. Assuming 5 base stations and all 100 vehices are scheduled to serve, throughputs per
vehicle are 7.2 Mbps for LTE, which is almost 10 times greater than that of DSRC.

3. The average end-to-end delay of DSRC is 230 msec. The maximum allowed latency
for LTE is 50 msec [37]. LTE enables communication that is almost four times faster
than the DSRC can perform.

4. LTE offers a vastly superior range to DSRC.

5. DSRCs maximum range can be expected to be at least 100 meters, and at most about

600 meters, depending on the physical environment.

6. Safety messages can be delivered to a distance less than 150 meters by one-hop

communications. For longer distances, multi-hop communications will be needed.

2.5 Comparison of Deployment Cost

This section provides a preliminary and itemized estimate of the cost of establishing DSRC

infrastructure in Texas.

2.5.1 DSRC Cost Estimate
The cost estimates are speculative.

e RSU equipment: this includes the cost of RSU, power connection, communication

connection, and additional traffic sensors. The cost is derived from recent DSRC
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deployment data [41]. Specifically, a DSRC RSU costs $3,000, RSU incidentals cost
$1,030, communication and power connections cost $1,450, and additional equip-
ment costs $2,000.

e RSU installation: this includes the cost of installation labor, ($2,475) and inspection
construction ($1,075).

e Network planning: this includes the cost of identifying radio interference, optimizing
RSU sites, developing local maps, and controlling local traffic during construction.
Radio surveying was estimated at $1,000; obtaining local map and site planning cost

$1,550; and design, traffic control, and system integration at $4,100.

e Backhaul connection: note that the cost of backhaul connection varies greatly de-
pending on the capacity and location, desired applications, and the state of existing
backhaul infrastructure in the vicinity. In many cases, backhaul for traffic lights is
already installed. Roughly speaking, if the traffic light backhaul provides enough ca-
pacity (typically less than 10% of existing backhaul capacity is used), upgrading the
backhaul cost will run about $3,000. However, the cost increases to $40,000 if new
backhaul for CV applications is required, as may be the case if more than 40% of
the existing backhaul capacity is already in use. Thus, depending on the level of uti-
lization of existing backhaul, the backhaul cost would range from $3,000 to $40,000.
Leasing existing backhaul is an option, but would increasing the operating expenses

due to the leasing fee.

e Operation: this cost includes electricity fees and maintenance, plus future replace-
ment cost. Electric fee is calculated at $100 based on the US average and annual
maintenance cost is assumed to be 5% of RSU equipment cost and RSU installation
cost. The replacement cost of $738 is calculated based on the assumption that a RSU

will be replaced every ten years.

e Rental fee: We assume that the site rental fee is $200, but this is in fact a very impor-
tant variable and could in many cases add significantly to the operating costs. For ex-
ample, site rental for a single LTE base station can run above $2000/month, although
in some cases this includes other operating costs such as electricity and backhaul. We
assumed a minimal value here due to the nature of these networks, which in many

cases will allow public resources (land, lampposts, etc.) to be leveraged.

These items are summarized in Table 2.7. Assuming that the actual deployment cost fol-

lows the model in Table 2.7, we estimate the cost to provide comprehensive coverage. We
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also assume that DSRC subscribers are half of total Texas car owners. These costs provide
a benchmark showing the minimum cost that TxDOT would spend. Note that connection
to the core network is critical to enable CV applications such as traffic efficiency and in-
fotainment. We did not calculate the cost of adding DSRC to the vehicle itself. Table 2.8

shows cost estimate with respect to the coverage scale.

Capital expenditure RSU equipment cost $7,480
Capital expenditure | RSU installation cost/site | $3,597

Capital expenditure | Network planning cost/site | $6,650

Capital expenditure Backhaul cost/site $5,000
Operating Power consumption/year $100
Operating Rental fee/year $200
Operating Maintenance cost/year $332
Operating Replacement cost/year $738

Table 2.7: Assumptions on Deployment Costs

Coverage Miles | No. of RSUs | Yearly cost | Monthly cost (vehicle owner)
All of Texas 313,228 1.5M $5.7B $95.10
Local roads 211,378 1.0M $3.8B $64.18
Major minor collectors 65,154 325T $1.2B $19.78
Principal highways and minor arterials | 33 T 166,400 $610 M $10.10
Interstates only 3T 17,075 $62 M $1.04

Table 2.8: Cost Estimates with Respect to Coverage Scales

2.5.2 LTE Deployment Cost

We do not include the deployment cost for LTE infrastructure because the LTE network al-
ready covers the entire nation. Here, we assume that vehicle owners would pay a monthly
fee and compare it to the monthly subscription fee that mobile users pay for LTE. Table 2.9
describes current cellular data plans, which are for smartphone-type subscriptions. Cur-
rently mobile users pay an average of $10 for 1 GB of LTE data per month. However,
with increasing applications for “Internet of Things” connections, we expect more flexible
and competitive pricing plans to become available in the next 2 to 3 years for a variety of

vehicular applications [42]. For example, some vehicle manufacturers including Audi and
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Service provider and data Monthly rate Modem price
T-mobile unlimited data $95 Free (2 year contract)
Sprint unlimited data $75 Free (2 year contract)
AT&T 5GB data $50 Free (2 year contract)
Verizon 6GB data $50 $49 (2 year contract)
Sprint 6GB data $50 Free (2 year contract)

AT&T Infotainment for Vehicle $10 Free (For Audi and Porsche)
AT&T Internet of Thing SGB $8 $99

Table 2.9: LTE Data Plans (as of November, 2016)

Porsche made an agreement with network operators to enable CV applications (5G device

hot spot, news and weather alerts, and some infotainment applications).

2.6 Implementation Considerations

While DSRC has its technological limitations as is well documented in this report and
elsewhere, we believe that DSRC is still the leading candidate technology for implementing

V2V. Here are some reasons:

e Public Agency’s Perspective: The DSRC spectrum is not commercially licensed,
and this enables the DOTs to transmit data in the designated spectrum without obli-
gations to engage commercial entities. This is a major advantage of DSRC over
competing technologies such as LTE and 5G, as it greatly simplifies the adminis-
tration of communication infrastructure from the perspective of public agencies. To
our best knowledge, while Public-Private Partnership (PPP) holds great potentials,
a mature PPP model for management and operations of CV infrastructures is still

missing.

o Automaker’s Perspective: The outdated physical layer technology used in DSRC is
often cited as a shortcoming of DSRC. Nonetheless, the automotive industry might
actually favor such a technology. The cellular standards evolve very rapidly and
it would not be trivial for the automakers to keep up with these changes. This is
especially true since safety is a primary considerations to car manufacturers and every
part of a vehicle must be tested extensively before deployment. The maturity of

DSRC should make it more favored from automaker’s perspective.
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e User’s Perspective: DSRC-equipped vehicles are self-contained in that they do not
rely on infrastructure to operate and do not incur any user fee. LTE, in contrast,
requires a monthly subscription. These factors make DSRC more favored from an
average user’s perspective. In addition, it should be recognized that the LTE coverage

is still not ubiquitous even there has been many years since its introduction.

While DSRC seems to have almost no technological advantage over other V2V options,
it does make a good case from the perspective of policymakers, car manufactures and av-
erage users. Out of these considerations, we believe that DSRC will be operational at least
over the next 10-15 years. This makes the discussion about DSRC security relevant and

justifies our choice of case study.
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Chapter 3
Security Challenges

This chapter discusses the security challenges associated with communication of safety
critical messages between connected vehicles, such as the BSM. Safe operation of CVs
relies on the validity and authenticity of the information exchanged among the vehicles.
The designers of some of the earlier communication protocols in transportation, such as
Automatic Dependent Surveillance-Broadcast (ADS-B) in the aviation industry, did not
consider the critical security issues in protocol design and thus some research efforts have
questioned the utility of ADS-B in safety-of-life applications [43, 44, 45]. The designers
of DSRC have paid considerable attention to making communication between vehicles
as secure as possible while maintaining efficient wireless network use and protecting the
privacy of the users. Even so, recent research has shown that the security measures in
existing standards are deficient and must be augmented for safe operation of CVs [46,
47, 48, 49, 50]. In this chapter, the major security concerns addressed in this project are
summarized, and some guidelines and recommendations are presented.

While CV technology presents a multitude of advantages, it also faces the possibil-
ity of attacks and misuse that can jeopardize the safety and integrity of coordinating and
connected vehicles [46, 47, 48]. This is especially true as CVs become more automated,
bypassing traditional human oversight. For example, a malicious attacker could suddenly
transmit data falsely purporting to come from a vehicle in the immediate vicinity of one or
more unsuspecting vehicles, forcing them into evasive action and potentially endangering
the safety of passengers in the victim vehicles. The possibility of such attacks necessitates
implementation of strong security measures as a prerequisite to widespread adoption of
CVs.

At this point it must be noted that the scope of this report is to analyze the security of
connected vehicles independent of other upcoming vehicular sensors such as radar, optical

camera, IMU, LiDAR etc. While it is clear that a fusion of these sensors helps to secure
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the overall system, the following arguments justify an independent DSRC-centric security

analysis for connected vehicles:

e Following the notice of proposed rulemaking (NPRM) issued in December 2016,
V2V technology is on the verge of being mandated in the US. Despite its major short-
comings, as described earlier in this report, DSRC is currently the leading candidate
technology to be implemented for V2V. In fact, at times the NPRM used DSRC in-
terchangeably with V2V. As a result, it is important for TxDOT to understand the

security concerns in the DSRC protocol.

e It is highly unlikely that the majority of vehicles will be equipped with advanced
sensors for localization by the time V2V is mandated in the US. This implies that
at least over the next 15 years, GNSS-based location and velocity will be used by
V2V systems. It is even more unlikely that automated driving will be commonplace
prior to the V2V mandate. Hence, the security vulnerabilities of DSRC (and V2V, in
general) and GNSS-based localization must be discussed independently of automated
driving technology and related sensors. The discussion in this report does not imply
that emerging vehicular sensors are not useful in making DSRC and GNSS secure in
some capacity, but that an independent study of DSRC and GNSS vulnerabilities is
justified.

e Even with availability of other vehicular sensors, the V2V system has the unique
feature of being able to sense vehicles and pedestrians beyond the line-of-sight. As
a result, even with an advanced sensor suite, the V2V system will be standalone in
beyond line-of-sight sensing. Consequently, some of the analysis presented in this

report will apply even after significant penetration of advanced vehicular sensors.

e Finally, even though it is attractive to look at the security from a system perspective,
the best practice is to analyze the security of each sensor at a lower level. It is more
tractable to establish theoretical performance and security guarantees at the sensor
level prior to fusion, than at the system level. Theoretical and formal methods are
especially useful in transportation where the required failure rates, on the order of

1079, require driving billions of miles for empirical testing and verification.

The rest of this chapter on security issues is organized as follows: All possible attacks
against CV network are outlined in Section 3.1. Section 3.2 provides a brief review of
the current DSRC standards and the security measures built-in to the standard that solve

some of the attacks mentioned in Section 3.1. Section 3.3 provides a brief overview of the
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current state of research literature on defending against attacks that are not covered by the
DSRC standards. This section also outlines the major open challenges that exist in securing
connected vehicles. Security recommendations related to deployment of connected vehicle

technology in Texas are presented in Section 5.2.

3.1 Attacks against Connected Vehicles

Following are some of the vulnerabilities of CVs:

e Location Spoofing and Jamming: CVs must know their own location with a standard
deviation of about 10 cm (see Section A for the derivation) in order to participate
safely in a CV network. However, secure self-localization is not guaranteed due to the
jamming and spoofing threat against localization systems. Global navigation satellite
system (GNSS) is the most widely used positioning system in ground transportation.
Multiple incidents of GNSS jamming have been reported regularly both in the US
and worldwide. GNSS jamming can be achieved using inexpensive off-the-shelf
equipment. Furthermore, spoofing civil GPS receivers has been demonstrated. GNSS
spoofing is a bigger concern than jamming because of its ability to feed false position
information. Jamming, on the other hand, is only a denial-of-service attack. A recent

incident of GPS spoofing was reported and verified near the Kremlin in Russia [51].

e Malicious Self-Spoofing: The GNSS spoofing and jamming attacks described above
are directed by an adversary towards victim vehicles. It is also possible that an at-
tacker could modify its own sensor data in order to use DSRC equipment to report
incorrect information. This attack is simpler to execute than spoofing or jamming.
The attacker can modify the data as it goes from sensors to the processing unit. For
example, in the case of a GNSS sensor, the attacker can replace the NMEA (Na-
tional Marine Electronics Association) messages output by the GNSS receiver with
fake NMEA location messages. The DSRC transmitter would take this falsified data,
package it into the BSM and share it with other neighboring vehicles, thereby jeop-
ardizing the safety of the CV network. Notice that in this attack, the attacker has
valid credentials required for participation in the CV network, but chooses to broad-
cast malicious false information to disrupt safe CV operation. We call this class
of attacks an internal attack. These attacks are especially difficult to guard against

because they do not violate any authentication or encryption security measures.

o Fake Messages and Message Tampering: If effective authentication measures are not
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put in place, then an external attacker (a vehicle that is not a legitimate member of
the CV network - that is, does not have a valid certificate or authentication keys) can
generate and transmit false information to neighboring vehicles. Similarly, without
proper encryption techniques, an external attacker can selectively tamper with the

information being exchanged between two victim vehicles.

o Man-in-the-Middle (MITM) Attacks: A MITM attacker can record DSRC messages
from a passing vehicle, and then replay these messages at a later time to other vehi-
cles. The information shared by CVs becomes invalid very quickly because of high
velocities involved in CV networks. As such, it is dangerous to make decisions based

on information that was transmitted even one second ago.

e Attacks against Privacy: Another important concern in CV technology is to preserve
the privacy of the owners and occupants of these vehicles. The possibility of reveal-
ing the owner’s identity and movements to third parties is undesirable from a privacy
perspective. Thus, tracking the movements of a CV using its messages, and linking
this information to the vehicle’s owner is another attack that must be considered in
the CV paradigm. Nonetheless, preserving user privacy must not be prioritized over

the safety and security of CVs.

e Masquerading Attack: In a CV network, different types of nodes have different priv-
ileges. For example, an emergency vehicle must be able to request a clear path by
sending alert messages to other vehicles. However, such selective privileges can lead
to attacks wherein an attacker pretends to be an emergency vehicle and requests a

clear path. An attacker may use such a trick to reduce its own travel time.

The first two attacks (GNSS spoofing and self-sensor spoofing) mentioned above can-
not be prevented using data security techniques since they involve attackers that have the
required authentication keys. These attacks must be considered at the PHY layer. The other
four attacks can be prevented by judicious use of authentication, encryption, time-stamping,
and pseudonyms. These techniques have been implemented in the DSRC security standard

and are described briefly in the next section.

3.2 DSRC Standards and Security Measures

The two most important aspects of the DSRC standards from a security standpoint are the
IEEE 1609.2 standard used for message security and the IEEE 802.11p standard used at
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the PHY layer. Thus, IEEE 1609.2 protects message integrity, whereas IEEE 802.11p can
help to prevent the attacks that cannot be detected at higher network layers.

Designers of DSRC recognized the threat of attacks against CV technology, as well as
the need for privacy of vehicle owners. IEEE 1609.2 defines authentication and encryption
mechanisms for security-critical messages exchanged between vehicles. It aims to protect
messages from attacks such as eavesdropping, alteration, and replay. Also, it attempts to
maintain privacy of CVs as much as possible without compromising security, and does not
reveal personal data or linkable information to third parties. The major objectives of the
IEEE 1609.2 standard are summarized in Figure 3.1.

Figure 3.1: CV Security Infrastructure Managed by IEEE 1609.2 Standard

IEEE 1609.2 Certificates, Authentication, and Encryption IEEE 1609.2 uses Public
Key Infrastructure (PKI) for authentication of messages. This authentication enables verifi-
cation that received data originated from a legitimate node within the CV network, and that
the transmitting node had the privilege to send such a message. PKI consists of a hierar-
chy of Certificate Authorities (CA) that grant valid authentication keys to vehicles [49, 50].
Each vehicle has two types of credentials: a Long-Term Certificate (LTC) that is issued
once for each vehicle and acts as a long-term identity, and a set of pseudonyms that are
short-lived public-private key pairs that have pre-determined temporal validity. Chang-
ing pseudonyms frequently prevents straightforward long-term tracking of CVs. Each
pseudonym is typically valid for only 5 to 10 minutes. In current standards, the pseudonym

acquisition event is infrequent (about once a year), and a large number of pseudonyms
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(about 100,000) are loaded simultaneously [50, 52, 53]. Multiple pseudonyms are never
valid at the same time in order to prevent attacks where one vehicle acts as multiple valid
entities (Sybil attacks).

DSRC uses the Elliptic Curve Digital Signature Algorithm (ECDSA) to authenticate
the messages with the vehicle’s private key, and the Advanced Encryption Standard in
Counter with Cipher Block Chaining Message Authentication Code mode (AES-CCM)
or Elliptic Curve Integrated Encryption Scheme (ECIES) to encrypt the transmitted data.
Although authentication using ECDSA and encryption using AES-CCM or ECIES does
not provide information-theoretic security [54], they are sufficient for defense against a
reasonably powerful adversary attempting to generate fake DSRC messages or to tamper
with messages being exchanged between victim vehicles.

MITM attacks are mitigated in the IEEE 1609.2 standard by using generation time-
stamps and embedding them into the messages being transmitted. If a MITM attacker
replays an old DSRC message, the receiver rejects that message if the generation time is
outdated. Note that since the embedded generation time-stamp is encrypted, the MITM
cannot modify this time-stamp. It must be pointed out that while a message with a large
delay (more than a second) can be rejected based on message generation timestamp, it
would not be possible to reject a message that has been delayed by only a few microsec-
onds. At first it may appear that such a small delay would not be troublesome for the CV
network. However, in Section 3.4.2 we show that even such small delay attacks can disrupt
certain operations of CVs.

In summary, a compliant implementation of IEEE 1609.2 prevents all attacks that can
be detected at the higher network layers. Examples of the attacks that DSRC authentication

and encryption mitigate include the following:

e Vehicle tracking by external nodes (wardriving attack).
e Sniffing of unicast messages exchanged between nodes (eavesdropping).
e Alteration of messages exchanged between nodes.

e Generation of valid messages by external attackers (frame injection).

However, these authentication measures do not provide any means to defend against
internal attacks. They also fail when an attacker spoofs the positioning sensors of a CV.

Section 3.3 reviews the state-of-the-art research on these security topics.

DSRC Credential Management Certificate and credential management is an important

part of a PKI [49, 50]. The CA must recognize and keep track of misbehaving nodes,
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make legitimate nodes aware of revoked certificates, and have laws for protecting the CV
network against wrongdoers. At present, the DSRC guidelines regarding revocation of
misbehaving nodes are under development. The leading candidate for implementation in
the US is the Secure Credential Management System (SCMS) described in [55]. This
system for credential management is an improvement over the European system [52]. The
shortcomings of the European credential management system are outlined in Section 3.4.3

so that the same mistakes are avoided in the US implementation.

3.3 Literature Review of Security Techniques in CVs

As discussed in the previous section, internal attacks and sensor spoofing attacks are not
prevented by the security measures implemented in the DSRC standards. This section
presents some of the research efforts that have attempted to solve these issues.

While it is clear that internal attacks and GNSS spoofing in connected vehicles would
lead to exchange of unreliable position and velocity information between vehicles, it is also
important to know how this unreliable information impacts the safe operation of connected
vehicles. However, it is not straightforward to make a general statement about this since
the potential impact depends on how the automakers and motorists use the information
received from other connected vehicles.

This report claims that, at worst, internal attacks and GNSS spoofing can lead to vehicle
crashes. Consider a scenario in which an internal attacker suddenly claims to be approach-
ing a blind intersection at high speed, such that the V2V system in a legitimate vehicle
approaching the same intersection advises the driver to brake as hard as possible. Such
sudden braking could lead to a rear-end collision or even a multiple-vehicle collision. It
is clear that if such attacks are possible, then it is in fact better to not have such technol-
ogy in the vehicles. At the same time, it must be noted that many studies have shown that
connected vehicle technology can make roadways safer so long as authentic information
is exchanged between vehicles. Thus, an effort must be made to make connected vehicles
secure against attacks, instead of abandoning the idea of connected vehicles or treating the
V2V information as unreliable at all times.

It must also be noted that in the above scenario it might not be possible to use other
vehicular sensors such as cameras or radar to detect the presence or absence of the vehicle
approaching the intersection if the line-of-sight view is blocked by a building, house, or
trees. Thus, it is the kind of accident that V2V technology aims to prevent, but at the same

time a false alarm of such an event can make the V2V technology counter-productive.
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3.3.1 Secure Own-Vehicle Position and Velocity

GNSS is the most common mode of own-vehicle navigation in use today. GNSS jamming
and spoofing, and their corresponding defenses, has been an active topic of research for
over a decade [56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69]. Following are some of
the common GNSS spoofing techniques:

e Jamming followed by spoofing: In this attack, the attacker first jams the receiver such
that it loses lock on the authentic GNSS signals. Subsequently, the attacker transmits
fake GNSS signals with greater power than the authentic signals to take control of
the victim receiver [56]. This spoofing method is conspicuous because of the initial

jamming phase.

e Covert spoofing: In this spoofing attack, the attacker first transmits its spoofing sig-
nals such that they are identical to the true signals at the victim’s receiver. The at-
tacker slowly increases its transmit power to take control of victim’s tracking loops.
Once in control, the spoofer drags-off the victim’s tracking loops away from the true

correlation peak [66].

e Nulling attack: A more sophisticated spoofer might transmit two signals for each
satellite. One signal attempts to drag-off victim’s tracking loops, while the other
attempts to cause phase-reversed destructive interference with true signals at the vic-
tim’s antenna to make the true signals unavailable [67]. Nulling attack is difficult to

carry out, but has been shown to be possible in a laboratory setting.

Spoofing defense techniques have also been proposed in the literature in response to
the exposed vulnerabilities of GNSS receivers [56, 69, 57, 58, 59, 60, 61, 62, 65, 68]. A
combination of these techniques must be used in CVs to prevent spoofing of own-vehicle

positioning. Some of the most effective spoofing defense techniques are the following:

e Received Power Monitoring: Received power monitoring (RPM) keeps track of the
total power received at the RF (radio frequency) input [62]. This is one of the simplest
spoofing defense that is effective at preventing the spoofer from using very high
transmit power in order to drown the authentic signals or capture the victim’s tracking
loops. However, if the increase in spoofer power is not sudden then it can be hard to
detect.

e Correlation Distortion Monitoring: Before the spoofer completes correlation peak

drag-off, the complex correlation function at the victim’s receiver is distorted because
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of interaction of true and spoofed signals [68]. This can be detected using a large
number of signal processing correlators. However, this distortion is more or less
identical to the distortion caused by GNSS multipath signals. Also, this defense does

not work once the drag-off is complete.

e Redundant Tracking Channels: The defending receiver can employ redundant track-
ing channels to detect if it is receiving multiple signals corresponding to the same
satellite [56]. This defense works even if the drag-off is complete. However, this

defense breaks down under a nulling attack.

e Two-Antenna Defense: This defense exploits the fact that true signals arrive from a
variety of directions but the spoofed signals arrive collectively from the same direc-
tion. This technique assumes that the spoofer transmits from one direction, which
is a practically reasonable ratinale. The defending receiver uses beat carrier-phase
measurements from the two antennas to monitor the direction of arrival of signals
[69].

The various defenses presented above have complementary failure modes, and thus
a combination of two or more defenses is generally recommended. Note that all these
methods only help in detection of spoofing, and thus make the system unavailable if they
detect a spoofing attack. No attempt is made to recover the authentic signals to generate
a valid navigation solution. Once own-vehicle navigation is made secure using the above

methods, the vehicles seek to verify the claims made by their neighbors.

3.3.2 Neighbor Position Verification (NPV)

As discussed before, a CV could receive an invalid position and/or velocity claim if a
hitherto legitimate internal node goes rogue and claims a false position. The problem of
NPV has been studied extensively in the literature [70, 46, 48,47, 71,72, 73, 74]. Neighbor
velocity verification can be performed with multiple rounds of position verification per sec-
ond. The current DSRC standards recommend that the BSM containing position, velocity,
and other safety-related information be transmitted once every 100 milliseconds.

First, it must be mentioned that NPV has been proven to be impossible under an at-
tack model that permits colluding attackers with directional antennas [71]. Nonetheless,
several NPV protocols have been proposed under a more relaxed attack model. Fiore et
al. propose a robust and fully distributed cooperative NPV protocol in [70] that can be

implemented easily using custom hardware. This protocol is shown to be secure against
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both independent and colluding adversaries as long as the legitimate verifiers are not out-
numbered by colluding adversaries. Their attack model assumes that the adversaries do not
use directional antennas, but allows the adversaries to collude. In a scenario with multiple
coordinating legitimate nodes, the verifier V' uses time-of-flight (ToF) measurement tech-
niques to compute the range between each pair of neighboring nodes. It then runs a series

of tests to categorize each neighbor as one of the following:
e Accepted, i.e., V deems the neighbor to be at the claimed position.
e Rejected, i.e., V deems the neighbor to have announced an incorrect position;

e Unverifiable, i.e., V cannot prove location claim to be either correct or faulty, due to

insufficient information.

Figure 3.2: Example of Effect of a Fake Position Announcement by M

Figure 3.2 shows an example scenario of a typical NPV problem. M is an attacker an-
nouncing a false location M’ to cause some damage to the vehicles in the CV network. The
false location claim alters the distance between pairs of nodes in the neighborhood. This
is clear from the different lengths of black and grey links between M and the surround-
ing nodes. The verification tests look for discrepancies in the node distance information to
identify false location claims. Only the nodes that pass all of the above tests are categorized

as Accepted. This protocol incorrectly categorizes an adversary as Accepted only if there

38



are at least as many colluding adversaries as the number of legitimate nodes in the neigh-
borhood. However, if a verifier has fewer than three neighbors at any time this protocol

categorizes every neighbor as Unverifiable.

3.4 Open Problems

Despite the security measures implemented in the DSRC standards and the ongoing re-
search outlined above, multiple security issues are still open and need to be addressed

before mass market adoption of connected vehicles.

3.4.1 Limited Defense against Internal Attacks

Although Fiore et al. [70] make a good attempt at defending against internal adversaries,
there are some important scenarios in which this protocol would fail. Consequently, dealing
with internal attacks is still largely an open problem. As mentioned in [70], the protocol is
unable to verify location claims if there are fewer than three neighbors. This is troublesome
because it is common to have fewer than three vehicles in 1-hop communication range when
traveling on a rural road.

To make this security threat more concrete, consider the following one-verifier-one-
attacker scenario. Upon receiving a claim, the verifier wishes to verify the claimed loca-
tion. Note that such verification is not possible using ToF techniques proposed in the liter-
ature. At best, the verifier can obtain a lower bound on the claimed range using distance-
bounding techniques. Hence, the verifier must consider the claimant as Unverifiable even
if the claimant was honest in reality. This implies that if better verification methods are
not developed then CV technology will be ineffective on rural roads when less than three
vehicles are in the neighborhood. On the other hand, passing on rural roads is one of the
most important safety requirement that CVs must fulfill. In the worst but rare case, the
verifier might incorrectly trust an internal attacker if more than two colluding attackers are
present on a rural road.

Hence, despite many efforts in this area, defending internal attacks is still an open

research problem that must be solved before deployment of CVs.

3.4.2 MITM Attacks on NPV

It was mentioned earlier that DSRC standards resolve the problem of MITM attacks by

embedding transmit time-stamps in DSRC messages. However, as mentioned before, if the
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delay introduced by the MITM is on the order of a few microseconds then the claim cannot
be rejected on the basis of time elapsed.

Recall that under the NPV schemes proposed in the literature, verifiers attempt to verify
location claims using ToF of RF signals. If a MITM were to introduce a delay in the
exchanged signals, then such verification schemes would fail since the claimed range would
not match the ToF of the signal. The verifier would mark the claimant node as Rejected even
though it is legitimate. Such an action would eventually lead to the claimant’s credential
revocation. This attack makes the NPV protocol ineffectual and counter-productive.

One of the arguments against such an attack might be that if the verifier receives two
consecutive claims from the same claimant, then it can reject the one that arrives later.
However, in many scenarios it is possible that the MITM can communicate with both the
verifier and the claimant, but they cannot communicate with each other. This would be the
case if the claimant and the verifier are separated by buildings and the MITM is positioned
at the intersection. Even multipath signals could lead to such failure of proposed NPV

techniques.

3.4.3 Inefficient Pseudonym Revocation

In order to protect the privacy of CV owners, the DSRC standard recommends that CVs
must acquire short-lived pseudonyms using their LTC in order to prevent straightforward
tracking of CVs. However, acquiring these pseudonyms too often would make the wireless
communication network inefficient. Thus, it has been recommended in the standard that
a large set of pseudonyms be made available to the CVs in a single transaction. These
pseudonyms would be valid for many months before a new set must be acquired again
using the LTC.

On the other hand, issuing a large number of pseudonyms at once is troublesome when
the CA tries to revoke a misbehaving node. For example, in the European system for
credential management, the Certificate Revocation List (CRL) must contain a large list of
revoked pseudonyms along with the revoked LTC. Also, at the verifier, the receiver must
check every received signature against a long list of revoked pseudonyms. In view of this
overhead, the European standards recommended that only the LTC be revoked.

It is clear that this poses a security threat since a rogue vehicle could use its acquired
set of pseudonyms for multiple months before it is unable to get new pseudonyms due to
revocation of LTC. This issue has been addressed in the SCMS system that is the leading
candidate for deployment in the US. Nonetheless, these shortcomings are presented here to

prevent the mistakes made in the European system.
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Chapter 4

Case Study: CV-enabled Variable Speed

Limit

In this chapter, we present a case study on traffic management using CV-enabled variable
speed advisory. The purpose of this case study is to compare connected-vehicle-enabled
variable speed advisory with the existing approach using variable speed display signs or
variable matrix signs.

It must be noted that while connected vehicles enable many other applications with pos-
sibly greater impact, we chose the case of variable speed advisory in this chapter keeping

in mind the following considerations:

e Variable speed advisory enables traffic management on major freeways in Texas such

as [-35 and Mopac.

e Autonomous or semi-autonomous vehicles are not a pre-requisite for successful de-

ployment of variable speed advisory.
e Variable speed advisory can be implemented with modest CVs penetration.
e Variable speed advisory is amenable to incremental roll-out by TxDOT.

The analysis in this case study focuses on scenarios circa 2030. It is assumed that all
new light vehicles will be mandated to have CV technology beginning 2021 (the exact date
of this mandate is uncertain at the time of writing) and median age of passenger cars is 10
years. With these assumptions, it can be computed that the CV penetration would be about
50% by year 2030.
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4.1 Background

VSLs are speed limits that change dynamically based on the latest information about traf-
fic, weather, and road conditions. Variable speed advisory offers benefits in traffic flow,
increases roadway capacity, and improves safety. VSLs are usually displayed using over-
head or roadside variable message signs.

Variable speed advisory smooths traffic flow and prevents start-stop congestion. This
reduces the speed variance of traffic and leads to speed harmonization [75, 76], which
mitigates capacity drop on freeways. The smoothing effect of variable speed advisory also
reduces the risk of an abrupt speed change, which is a cause of secondary crashes. Thus,
variable speed advisory can lead to a significant reduction in rear-end collisions in stop-
and-go traffic. Even when these collisions occur, their severity is significantly reduced due
to speed harmonization. Moreover, it has been shown that judicious implementation of
VSLs can reduce travel time [77, 78, 79].

Variable speed limiting has been implemented extensively in Europe, and has been
tested successfully in many parts of the United States [80]. Germany has led the way in
validating the benefits of variable speed limiting from as early as the 1970s. The German
Ministry of Transportation has reported a 20-30% reduction in crashes on freeways with
VSLs [75]. As of 2010, Germany had implemented variable speed limits on nearly 1000
miles of its freeways. Similar implementations in the Netherlands has shown that severity
of shockwaves in traffic were reduced significantly as a result of VSLs [80]. For the par-
ticular case of I-35, [81] reports that speed harmonization and variable speed limiting have
the potential to reduce collisions.

It has also been reported that drivers are more likely to follow a variable speed advisory
since it is dynamic and reflects the current conditions faced by the vehicle. In contrast,
drivers do not tend to trust static speed limits largely because drivers trust their own judge-
ment over a universal speed limit that is applicable in all driving conditions.

We compare two strategies that can be adopted for implementation of variable speed

advisory on Texas freeways:

e Variable Speed Display Signs: Traditionally, variable speed advisory has been im-
plemented using electronic variable speed display signs or variable message signs.
These are sometimes also referred to as variable matrix signs. The system uses de-
tectors and sensors that collect information about traffic density, traffic flow, and
possibly road conditions. These inputs are fed to a controller that computes the opti-
mal speed limit under the given conditions. Finally, these speed limits are displayed

on the variable speed display signs. Figure 4.1 shows an example of such a speed
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limit sign.

e DSRC Beacons: Here we propose that variable speed limiting can also be achieved
using DSRC RSUs. Such a system retains the detectors, sensors, and controller, but
replaces the visual speed display sign with a wireless radio device. The objective of
this case study is to compare the efficiency and cost of each of these two methods.
Here, it must be noted that a similar CV-enabled speed advisory system may also be

implemented using LTE. This chapter focuses on DSRC as a special case.

Figure 4.1: An Electronic Variable Speed Display Sign

4.2 Comparison with Existing Approach

This subsection outlines the major contrasts between the two approaches mentioned above.
First, the advantages and disadvantages of each approach are summarized. Then, a brief
comparison of costs of implementing the two systems is presented. In Section 4.5, we make
recommendations on the path that TxDOT should take for the implementation of variable

speed advisory systems.
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The major contrasts between the two approaches to variable speed advisory are outlined
below. These contrasts are arranged in decreasing order of favorability to the traditional
approach.

o CV Penetration:

— It is clear that variable speed advisory using variable speed display signs does
not need any CV penetration. In case of DSRC beacons, however, the only

vehicles that will get information on variable speed advisory will be CVs.

— The concept of speed harmonization has been shown to work well even if 20%
of the vehicles comply with the posted speed advisory [?]. Thus, it is not nec-
essary for all vehicles to be connected in order to realize the benefits of variable
speed advisory using DSRC beacons. As explained earlier in this chapter, 50%
of the vehicles of Texas roads are expected to be connected by 2030. Thus,
variable speed advisory can be expected to provide appreciable benefits even
if a fraction of connected vehicles comply with the speed advisory. Nonethe-
less, variable speed advisory using variable signs has the advantage in this case.
Another disadvantage of using connected vehicle technology for variable speed
advisory is that it can cause confusion among the drivers who do not have ac-
cess to the variable speed advisory. In particular, if the variable speed advisory
is different than the posted static speed limit, then the drivers without access to

connected vehicle technology might get impatient with the compliant drivers.
e Range:
— The speed limit signs installed overhead have a maximum viewing distance in

the range of 1100 feet (about a quarter mile) [82].

— As discussed in Chapter 2, both DSRC and LTE are able to achieve such range.
Thus, the wireless range of DSRC and visual range of variable speed display
signs is comparable.

e FEase of Installation:

— In case of VSL signs, it is critical to install these signs such that they are easily
visible to motorists in all lanes. In fact, one of the reasons for limited success of
variable speed advisory experiment by Virginia DOT on a 7.5-mile section of
1-495 in Virginia between the Springfield Interchange and the Woodrow Wilson
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Figure 4.2: Installation of Variable Message Sign Requires Heavy Equipment

Bridge is believed to be improper placement of speed limit signs [?]. For mul-
tilane roadways, it would be preferable to install these signs overhead as shown
in Figure 4.1 instead of installing them on the roadside. Such installation is
expensive and inconvenient, as is evident from Figure 4.2. This is a picture of
a variable message sign being installed by Washington State DOT (WSDOT)
in 2010 on northbound I-5 in south Seattle, and on I-90 and SR 520 between

Seattle and Bellevue.

By contrast, DSRC beacons do not need to be visible to the motorists, and
can be conveniently placed on the roadside. DSRC beacons have an advan-
tage in this category. Another important consideration is that with speed limit
signs, it i1s necessary that the driver sees the sign before he drives past it. With
DSRC-based advisory, the optimum speed can be displayed continuously as an

embedded green zone on the speedometer.

e Scalability to Multiple Lanes:

— In order to advise different speed limits in different lanes, one variable speed

display sign must be installed for each lane. This is shown in Figure 4.3.

— However, with DSRC beacons it is possible to communicate the speed advisory

45



for all lanes and the on-board DSRC computer can display the advisory that is
valid for the lane that the vehicle is occupying. DSRC-based speed advisory is
attractive in this case because a single DSRC beacon can perform the function

of six VSL signs on a six-lane highway.

Figure 4.3: Variable Speed Advisory on Multiple Lanes. (The Red Circle Around the Speed
Limit Denotes whether the Speed Limit is Advised or Enforced.)

e Separation between Consecutive Signs:

— The separation between consecutive speed advisory displays is different in dif-
ferent implementations. In Germany, a separation to 1.5 to 2 km (1 to 1.25
miles) has been adopted. In the US, WSDOT adopted a separation of half a

mile.

— One of the advantages of using CV based speed advisory is that the on-board
computer can easily handle multiple speed instructions. Specifically, the opti-
mal speed controller can generate a speed advisory for many miles ahead. For
example, the controller can advise a speed of 45 mph for the next mile, and 50
mph for the subsequent 2 miles. The on-board computer can then display this
information to the motorist one at a time. However, this cannot be achieved in

case of variable speed displays because humans are less proficient at following
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such complex instructions. Thus, the separation between consecutive CV RSUs

can be as large as 5 miles.

4.3 Cost Analysis of Variable Speed Display Signs and DSRC

Beacons

According to the USDOT-maintained ITS Costs Database, the cost of DSRC RSU equip-
ment is highly variable, primarily because this variability is that the cost of these units
is dropping quickly and has not stabilized yet. For example, the Michigan DOT reports
that each RSU cost them $3,750, whereas the Arizona DOT estimates this cost to be only
$1,000 [41]. The RSU device for DSRC has the same functionality as the DSRC OBU,
except for the RSU’s requisite weather-proof casing. The OBU costs about $291 according
to the USDOT database [83], and so we expect that the cost of DSRC RSUs would also
settle near the $500 mark. Nonetheless, in this cost analysis we assume a cost of $1,000
per RSU. The cost of a variable speed display sign such as the one shown in Figure 4.1 is
$3,700. This is the most basic display and can only be used for displaying digits between
0 and 99. A better display, such as the ones shown in Figure 4.3, costs at least 10 times
more than the basic speed display. This variable message display can be used to indicate
lane closure or display other text. As a conservative analysis, this section assumes that the
cheapest alternative is chosen for traditional implementation of variable speed advisory.

Note that infrastructure, such as inductive loop sensors, power supply connections, and
backhaul connections, are common for both approaches to variable speed advisory. Thus,
these costs are not included in the cost analysis. Another factor that must be considered in
this cost analysis is the power consumption of these devices. The basic speed display in
Figure 4.1 typically consumes 145 watts of power, with a maximum consumption of 197
watts [82]. As a contrast, a commercial DSRC beacon with positioning hardware consumes
a maximum power of 4 watts [84]. Moreover, inconvenient installation of variable speed
displays is expected to be more expensive for TxDOT than installation of DSRC RSU
beacons.

As a concrete example, consider a 30-mile stretch of a six-lane freeway on which Tx-
DOT wishes to implement variable speed advisory. Also, assume that a variable speed
display sign or DSRC beacon must be installed at every 1 mile. As discussed before, one
variable speed display must be installed for each lane. This implies that a total of 180
variable speed displays must be installed. This would cost TxDOT $666,000 to install the

basic display shown in Figure 4.1. Installation of overhead signage is very expensive. It
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costs a minimum of about $50,000 to install each overhead sign bridge, including cost of
installation truck and overtime hourly wages of workers. Assuming that installing three
variable speed displays over a one-way three-lane freeway is considered as a single opera-
tion, TXDOT would have to pay for 60 such installations at a total cost of $3,000,000. Thus,
implementing variable speed advisory on this 30-mile stretch would incur TxDOT a one-
time cost of roughly $3,666,000. Installation of better displays such as variable message
sign boards would cost at least three times this estimate. Additionally, assuming 24-hour
operation, variable displays consume power for 8,760 hours per year. This translates to
1270.2 kWh of typical annual energy consumption per unit. Assuming an electricity price
of 12 cents per kWh, TxDOT would incur an annual electricity cost of $27,450 for the 180
units.

Since a single DSRC beacon can provide speed advisory to vehicles in all six lanes,
only 30 such units would be required to implement variable speed advisory on a 30-mile
stretch. Considering an installation cost of $2,475 per unit [41], the total one-time cost
per unit is $3,475. TxDOT would incur a one-time cost of $104,250 if this alternative is
chosen. It must be pointed out that in this case the CV consumers must also incur a one-
time cost of $291 per vehicle. In light of the impending CV mandate, this might not be an
issue of concern. Once again, assuming 24-hour operation, DSRC beacons would consume
35 kWh of energy annually. This would lead to an annual electricity expense of $126 for
all the 30 units.

In summary, choosing the DSRC beacon approach in this scenario provides 35 times the
savings to TxDOT on one-time investments, and 220 times the savings on annual electricity
expense (neglecting the costs common to both approaches). Clearly, CV-enabled variable
speed advisory is much more economical to TxDOT. In view of the impending CV mandate,

installing variable speed displays approach is not recommended.

4.4 Security Considerations

In the last chapter we reviewed the security issues in DSRC and outlined the various attacks
against CVs. Some of those attacks were mitigated using the IEEE 1609.2 standard for
message security and authentication, while others were still open problems. In this section,
these security issues are analyzed for the special case of variable speed advisory.

Recall that in this application, the CVs only receive advisory from the infrastructure
RSUs. Only the RSUs must generate and transmit advisory messages. This is an important
distinction from the case in which all CVs transmit their position and velocity to neigh-

boring vehicles. As a result of this special setup, advisory applications are immune to the
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types of attacks that are in general possible against CVs.

As mentioned in the last chapter, counterfeit message generation, message tamper-
ing, and MITM attacks are precluded using authentication, encryption, and time-stamping.
Moreover, connected infrastructure beacons are not concerned about their privacy. One
possible attack against these systems is the masquerading attack where an internal attacker
attempts to act as an advisory node and transmits malicious advisory messages. These at-
tacks can be easily prevented by embedding information about the privileges of the V2X
node in its authentication key. In other words, the authentication key possessed by a V2X
node reflects the type of messages it is permitted to broadcast. This defense ensures that
advisory messages cannot be successfully transmitted by nodes that are not a part of the
installed infrastructure units. Such defenses have already been proposed in the DSRC stan-
dard. It must be noted that it is assumed that an attacker would not be able to physically or
electronically hack the infrastructure RSUs.

Thus, it can be concluded that while CVs in general are susceptible to spoofing and
internal attacks, these advisory applications are immune to such attacks so long as the
RSUs are not accessible to malicious hackers.

4.5 Recommendations

As outlined in Section 4.1, variable speed advisory has been proven to be effective in aiding
speed harmonization and making roadways safer. As a result, we recommend that TxXDOT
should incrementally implement variable speed advisory on Texas freeways. This subsec-
tion provides guidelines on gradual roll out of variable speed advisory using connected
infrastructure beacons approach. Further research needs to be done to assess the confu-
sion due to DSRC-based variable speed advisory for the drivers who are not equipped with

connected vehicle technology.

4.5.1 Low Connected Vehicle Penetration Scenario

CV penetration is minimal at the time of writing this report. As a result, investing in
CV-infrastructure-dependent variable speed advisory will not yield significant immediate
rewards. We recommend that TXDOT should begin testing and experimentation of variable
speed advisory using portable RSUs.

Non-recurrent congestion accounts for about 50% of all traffic congestion [85]. The
main causes for non-recurrent congestion are traffic incidents such as flat tires and disabled

vehicles, special events, work zones, and weather. We claim that variable speed advisory
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in such situations can be implemented using portable DSRC beacons. For example, in case
of a collision, the relevant response team can carry a portable DSRC RSU and set it up
at the incident site. Any CV approaching the incident site is made aware of the optimum
speed in the approaching accident zone about half a mile in advance. This prevents panic
braking and related rear-end collisions. As explained earlier, even if 20% of the vehicles
were to comply with this advisory, speed harmonization can be achieved and non-recurrent
congestion can be mitigated.

It should be noted that similar techniques are currently employed near work zones
where portable variable matrix signs are placed to warn motorists about work zone and
advise lane changing or merging. However, it is not convenient to transport this variable
matrix sign to traffic incident sites. A portable DSRC RSU is a better alternative.

This approach is attractive because it does not need any fixed infrastructure, and thus
TxDOT’s investment is minimal. As mentioned before, the cost of a DSRC RSU would
be less than $500 per unit. As CV penetration increases, this technique will become more
efficient. Moreover, this approach also gives TxDOT an opportunity to validate the benefits

of variable speed advisory using DSRC beacons with minimal investment.

4.5.2 High Connected Vehicle Penetration Scenario

If the performance benefits observed using portable RSUs are encouraging, then TxDOT
should start deploying fixed connected infrastructure beacons on freeway areas that ex-
perience recurrent congestion. Ideally, this deployment should be undertaken when more
than 50% of the vehicles are connected. Under such a scenario, immediate reduction of
recurrent congestion and related collisions will be observed. Although many such experi-
ments have already been performed worldwide using variable message and variable speed
display signs, TxDOT could pioneer the implementation of economical and efficient speed

advisory using connected infrastructure.
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Chapter 5

Recommendations

5.1 Information Flow Quality Recommendations

5.1.1 Promote Industry Cooperation on LTE

LTE networks use licensed spectrum obtained at great cost by network operators (e.g.
AT&T, Verizon, Sprint). These companies have invested a considerable amount of money
to establish the current high-speed cellular network. One issue network operators are facing
today is that the number of mobile devices keep increasing while the available spectrum is
limited. The operating CV on the cellular networks would seemingly largely be left to the
whims of this small handful of large corporations.

One possible way of incentivizing those large companies to allow CVs on their net-
works would be to give those corporations access to the DSRC spectrum in the exchange
for enabling CV safety applications. The LTE networks enable safety applications by deliv-
ering BSMs between vehicles and RSUs. Partnerships between government agencies and
network operators could be arranged, assuming the agreement fulfills the mutual interests
of parties. Private companies will use the DSRC spectrum willingly to support their info-
tainment demands; government agencies would like to enable safety applications without

investing huge amounts of money in order to deploy CVss the network.

5.1.2 Consider Longevity of Communication Standards

Most wireless communication standards, including 802.11-based standards and LTE, have
relatively short life cycles when compared to that of automobiles. For example, a new Wi-
Fi standard has emerged every few years. The 3GPP standards have also been evolving,
from 3G UMTS to 4G LTE, and then to 5G mmWave (possibly). The life cycle of these
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technologies is at most 10 years, after which time they are retired completely. Since per-
sonal communication devices like smart phones typically last only 3 to 5 years at most, this
has not posed a major problem. However, vehicles routinely stay on the road for 15 to 20
years. Thus, the compatibility and longevity of communication technologies and devices
is a critical issue in the effective implementation of CV applications. Implementing eas-
ily replaceable communication equipment on vehicles would be a viable solution to ensure
compatibility. In particular, the approach is excellent for 4G LTE which requires only small

devices or models for reliable communications.

5.2 Information Flow Security Recommendations

This section presents some security recommendations that must be considered by TxDOT
before deployment of CVs in Texas. These recommendations augment the current research

efforts reviewed earlier in this report.

5.2.1 Require Dual-Antenna GNSS to Secure Own-Vehicle Position-
ing

Reliable own-vehicle positioning is the first step towards secure CVs. Also, CVs require
lane-level accurate estimates of their own position to make safe decisions in high-speed
driving applications. To this end, the two-antenna Real Time Kinematic (RTK) system
with RPM monitoring for defending against GNSS spoofing [69] is recommended. As
mentioned in Section 3.3.1, the two-antenna method estimates the direction of arrival of
GNSS signals to detect a spoofing attack. RTK systems should be considered as a required
component for CVs. This system also allows for robust centimeter-accurate positioning,
multipath mitigation, and attitude determination of nodes in a CV network. A demonstra-
tion of such a system was carried out as a part of this project.

Our research indicted that if RTK systems are not incorporated, CV operations would
be unsafe for certain applications. For example, using commercial-grade GNSS receivers
with an accuracy of 2-3 meters in CVs would render all applications that require lane-level

position information unsafe to operate.

5.2.2 Move towards a DSRC Sensor Paradigm

As discussed earlier, the position and velocity claims in a CV network cannot be trusted

without verification. Hence, DSRC on its own is an insecure system. In this subsection we
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propose that DSRC and other CV technology be treated as one among many sensors in a
modern car. DSRC must be integrated with other sensors such as radar, ultrasonic sensor,
LiDAR, and optical camera to symbiotically enhance the security of all sensors. In an ideal
setup, a modern car should not be vulnerable to compromise unless all of its sensors are
spoofed simultaneously in a consistent manner.

Use of multiple sensors for robust sensing is a common practice. For example, posi-
tioning based on feature matching is usually aided with precise GNSS. Feature matching
based positioning works better in urban areas where GNSS availability is limited. In in-
clement weather, obtaining visual features is a challenge for optical sensors, but GNSS
signals are unaffected by weather elements. We recommend similar fusion of DSRC with

other vehicular sensors.

DSRC-Radar Fusion The fusion of DSRC and radar makes a formidable composite sys-
tem [86, 87]. DSRC requires all neighbors to actively engage and act honestly in order to
function safely. Radar, on the other hand, does not require active participation of the neigh-
boring vehicles. However, radar signals are not authenticated or encrypted and no signal
verification is performed. These failure modes of radar and DSRC are complementary.

DSRC-based location verification fails in absence of multiple neighbors. In contrast,
radar is inadequate in high density traffic and cannot detect vehicles shadowed by other
vehicles. Once again, these limitations are complementary and the two systems compensate
for each other’s flaws.

Consider a spoofing scenario in which the attacker attempts to spoof radar signals using
a signal generator. Such an attack can be detected using DSRC messages and associated
verification as long as the attacker does not spoof both systems simultaneously. Similarly,
if an attacker is close to the verifier but claims a farther location in its DSRC messages, it
can be detected using radar.

We recommend integration of such composite systems before mass market deployment

of CVs. The radar-DSRC combination provides promising security advantages.

5.2.3 Deploy Secure Credential Management System

The PKI credential management guidelines are under development. As discussed earlier,
the DSRC standards in Europe only recommend revocation of the LTC of a misbehaving
node, and do not deal with the pseudonyms already possessed by the attacker. Such an
implementation is insecure.

There has been considerable research on efficient distribution of CRLs, and SCMS
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has emerged as a leading candidate for deployment in the US [55]. This report backs the
implementation of SCMS in the US CV network. The most important contribution of this
system is that it presents an efficient technique to revoke all pseudonyms of a vehicle using
linkage values.

Furthermore, current standards and the literature do not consider the problem of a
MITM attacker or multipath sources tarnishing the reputation of an honest node. Revo-
cation of certificates under such circumstances would be troublesome for the users of con-
nected vehicles. Thus, special care must be taken in deployment of a secure credential

management system.

5.3 Industry Partnership

Emerging technologies in the cellular industry are leading to a proliferation of base stations
deployed by cellular service providers. In addition to the traditional macrocells, cellular
providers are deploying small cell radio access nodes to cope with the increasing data
demand indoors over the cellular channel [88, 89]. Small cells are low-power radio nodes
with a relatively small range, typically less than a kilometer. These nodes have a small
form factor and can be deployed easily on poles and other such infrastructure. The use of
small cells has been proven to be effective in East Asian regions.

Due to their limited range, small cell nodes must be deployed as a dense network. Al-
though the dense deployment of small cell nodes is inconvenient, industry cellular providers
are eager to take up this challenge because of the many potential benefits of small cells such
as improved coverage, location-based services, etc. [88]. Illumination poles, traffic light
signal poles, tubular piped gantries, etc., are ideal infrastructure for mounting small cells,
and thus the industry cellular providers have great interest in using TxDOT’s infrastructure

for this purpose. Figure 5.1 demonstrates the non-intrusive nature of small cell deployment.

Figure 5.1: Two Examples of Small Cell Deployment
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We recommend that TxDOT should consider building public-private partnerships with
industry cellular providers to leverage TxDOT’s right-of-way in exchange for free-of-cost
safety-related CV communication over cellular networks. In particular, TxDOT should
strike a deal in which the cellular providers relay the BSMs between connected vehicles
without charging any subscription fee to the vehicle owners. In exchange the cellular
providers may install non-intrusive small cell cellular nodes on TxDOT infrastructure such
as highway gantries and guard rails or on local city government infrastructure such as traffic
light signal poles and illumination poles.

As the cellular industry transitions from 4G LTE to 5G, the industry service providers
would be even more interested in such a deal. With the onset of 5G technology, many
factors will strengthen TxDOT’s position in this public-private partnership. The 5G cellu-
lar technology is being developed keeping in mind that CVs will be one of the end-users.
Furthermore, 5G requires a very dense network of small base stations that must be in the
line-of-sight of the user equipment — in this case the vehicles [90]. It is clear that the
optimal location to mount this infrastructure for CVs would be on TxDOT’s roadway in-
frastructure. Thus, TxDOT is in a good position to negotiate free-of-cost roadway safety
services from cellular providers. Through their contacts in cellular industry and cellular
real-estate companies, the WNCG and CTR can assist TXDOT in bringing such a deal to

fruition.
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Chapter 6
Conclusions

Connected vehicles (CVs) are the future of transportation. CV technology utilizes wireless
communication to realize real-time information exchange among vehicles, transportation
infrastructure, and personal communication devices. The CV technology underpins many
potential applications in safety, mobility, and infotainment. Looking to effectively and
securely deploy these applications, industry and academia have paid considerable attention
to making connections between vehicles as secure as possible while maintaining efficient
wireless network use and protecting the privacy of users of CV technology. The goal of this
project was to provide an up-to-date understanding of information flow quality and security
issues in CV environments, as well as a preliminary guideline for optimizing information
flow in Texas.

In terms of information flow quality, the objective was to compare and evaluate exist-
ing and emerging VANET (vehicular ad-hoc network) technologies in CV environments,
including, but not limited to, the architecture, routing protocols, and hardware of vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I) communications. This project focused
on two major communication standards: dedicated short-range communications (DSRC)
and Long-Term Evolution (LTE). In the area of information flow security, the team identi-
fied the open problems through a critical review of current security measures and potential
issues. Extensive studies have shown that the security measures in existing standards are
deficient and must be augmented for safe operation of CVs. The team reviewed these secu-
rity issues and proposed potential solutions to address the security gaps. Based on analysis
of the information flow quality and security issues, the team developed preliminary guide-
lines and analyzed two examples of CV-enabled applications for traffic management.

To achieve the above goals, the team conducted the following research activities:

e Provided a critical review of key candidate technologies (including DSRC and LTE)
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enabling CV applications, along with a baseline analysis on the tradeoffs and chal-

lenges presented by different current and future approaches to CVs.

e Conducted an extensive simulation study to evaluate VANETs with DSRC protocol
(which uses the IEEE 802.11p standard), under a variety of performance metrics,
including packet delivery ratio, throughput, and end-to-end delay. The performance
of DSRC was compared with LTE.

e Analyzed DSRC and LTE costs and developed a customizable Excel spreadsheet tool

to perform calculations.

e Provided a critical review of security issues in CV environments and identified the

open problems and major threats.

e Recommended and demonstrated a Real-Time Kinematic GNSS positioning system
towards addressing GNSS spoofing. Secure own-vehicle positioning is a necessary
pre-requisite for secure CVs. This secure centimeter-accurate positioning system is

a must-have for all CVs.

e Developed a preliminary guideline on networking information flow optimization and
conducted case studies on two CV-enabled transportation applications in hypothetical

scenarios.
The major findings include the following:

e Comparing the performance of DSRC with requirements and the demonstrated per-
formance for the current state-of-the-art cellular standard, LTE, we concluded that
VANETSs are at a severe disadvantage except for extremely short range one-hop
communication between slowly moving vehicles. We tentatively concluded that the

DSRC may find limited use for certain short-range applications.

e The preliminary cost analysis indicates that the cost arguments in favor of DSRC are

also unpersuasive at this time.

e To achieve a reliably and widely connected vehicular network, leveraging the cellu-
lar providers superior technology and network infrastructure appears to be the most

plausible course of action.

e We established the position and velocity accuracy requirements for safe operation of

CVs. A vehicles own position must be estimated with decimeter-level accuracy for
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lane-keeping, and it must be able to verify a neighbors position to within a meter to

disambiguate the lane that the neighboring vehicle occupies.
Two important implications may be drawn from the above findings:

e DSRC vs. LTE: The 3GPP standard body (which developed LTE) has been work-
ing on machine-to-machine communication supported by the cellular base stations
and is paying increasing attention to vehicular applications in their future releases.
Given the limitations of the DSRC standard and as compared to the capabilities and
expected future evolution of the cellular infrastructure, we suggest TxDOT take a

skeptical view as to what can be achieved with DSRC in the near future.

e CV Security: Infrastructural control is critical to establish secure vehicular commu-
nication, and LTE-based cellular networks provide such infrastructure. We suggest
that DSRC, or any alternative communication technology for CVs, be combined with
other modern vehicle sensors such as radar or optical cameras to enhance the security
of neighbor position verification protocols. Finally, this projects analysis suggests
that standards for credential revocation in CVs be revamped to defend CV networks

against attacks.
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Appendix A

Accuracy Requirements for Connected
Vehicles

It is important to lay down the position and velocity accuracy requirements for connected
vehicles because these requirements determine the success of a security scheme. In other
words, a scheme is only considered to be secure if it guarantees that the vehicle’s reported
position and velocity satisfy the accuracy requirements with the required probability.

In order to lay down these requirements, this report borrows the following definitions

from aviation standards and adapts them to ground transportation:

e Accuracy: Accuracy in a given plane or direction is defined as the 95% error bound in
that plane or direction. For example, 1 meter position accuracy in the lateral direction
implies that the lateral error in position is less than 1 meter in 95% of all navigation

solutions.

o Alert Limit: Maximum permissible error between the reported and true location with-
out issuing an alert is defined as the Alert Limit (AL). For example, a lateral position
AL of 1 meter implies that it is unsafe to operate the system if the lateral error in

position exceeds 1 meter and an alert is not issued.

e Integrity Risk: The probability of true error being larger than the AL is defined as
the Integrity Risk (IR). IR is usually specified as a constant and must be met for
safe operation. Note that it is not possible to determine the true error during normal

operations.

These definitions are visually represented in Figure A.1.

This report makes two claims:
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Figure A.1: Definitions of Accuracy, Alert Limit, and Integrity Risk adapted to ground
transportation. AL; represents the AL for own-vehicle positioning; AL, represents the AL

for neighbor-vehicle positioning.

1. The accuracy requirements are more stringent in the direction lateral to car’s move-
ment, where it is assumed that the car is moving parallel to the lane markings (lon-
gitudinal direction). This is because the separation between a vehicle and the lane
markings is almost always less than the separation between two vehicles in a lane.
This claim implies that it is sufficient to only compute the lateral requirements and

safely assume the same requirements in the longitudinal direction.

2. The accuracy requirements for a vehicle’s own position and velocity are different
than the accuracy requirements for the position and velocity information it receives
from its neighbors. The reason for this difference is that the applications that rely on
own position and velocity need higher accuracy than those that depend on neighbor’s
position and velocity. For example, for safe operation a given vehicle must not drift
out of its designated lane. This is enabled by the vehicle knowing its own lateral

position accurately to within a small fraction of the total lane width. However, other
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maneuvers such as passing or merging depend on which lane the other vehicles are
in. This lane disambiguation can be performed with less accurate neighbor position

information and allows a lateral error of about half a lane width.

The following subsections compute these lateral accuracy requirements for own-vehicle

and neighboring vehicles separately.

A.1 Own-Vehicle Accuracy Requirements

The minimum lane width on US highways is specified to be 12 feet, and the maximum
width of tractor trailer is specified to be 8.5 feet. Consider such a tractor trailer that wishes
to stay in its lane for safe operation. From Figure A.1 it is observed that in this scenario
the lateral position AL is 1.75 feet, or 53.34 cm. Consider a typical IR of 1075, In a
Gaussian distribution, satisfying this IR entails that the AL must fall within 4.89¢ of the
error distribution, where o is the standard deviation of lateral position errors. This translates
into lateral position error standard deviation of 0 =10.9 cm. Since accuracy is defined as
95% (or equivalently, 20) error bound, the own-vehicle position accuracy requirement for
safe connected vehicle operations is 21.8 cm. As claimed above, this can safely be assumed
to be the longitudinal position accuracy requirement too.

The instantaneous lateral velocity is, by definition, equal to zero when the vehicle is
not changing a lane. The requirement for longitudinal velocity accuracy is a function of
the trajectory of the road ahead, as well as the distances to the vehicles in front and behind.
Assuming that the vehicle updates its position and velocity at a rate of 10 Hz, a velocity

error standard deviation requirement of 10 cm per second is reasonable.

A.2 Neighbor-Vehicle Accuracy Requirements

Consider a minimum lane width of 12 feet, and a vehicle A moving in a lane. Consider
another connected vehicle that wishes to know which lane A is in. If the second vehicle
knows the lateral position of A to within half a lane’s width, then it can disambiguate
which lane A is occupying (assuming that A is not switching lanes). This implies that
a lateral position error of 6 feet is permissible. Thus, in this scenario the lateral AL is
6 feet, or 182.88 cm. Assuming a typical IR of 10~% and Gaussian-distributed errors,
this AL corresponds to approximately 4.890, where o is the standard deviation of lateral
positajectory of the road ahead, as well as the distances to the vehicles ation of o =37.4 cm.

Since accuracy is defined as 95% (or equivalently, 20) error bound, the neighbor-vehicle
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position accuracy requirement for safe connected vehicle operations is 74.8 cm. As claimed
above, this can also safely be assumed to be the longitudinal position accuracy requirement
for neighboring vehicles.

If it is assumed that A is not switching lanes, that is, it is moving parallel to the lane
markings, then the velocity accuracy requirements can be relaxed. However, if it is not
known whether A is switching lanes, then it becomes important to know A’s lateral velocity
to about 10 cm per second. Once again, this velocity requirement depends on multiple

factors. The 10 cm per second value is a reasonably conservative requirement.
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Appendix B

Two-Antenna Spoofing Detection

Demonstration

An implementation of the two-antenna spoofing detection mechanism was demonstrated on
the University of Texas at Austin campus. This demonstration serves as a proof-of-concept
for the corresponding recommendation made in Chapter 5.

The demonstration vehicle was outfitted with two GNSS antennas mounted with mag-
netic bases onto the vehicle roof. These antennas were be located towards the rear of the
passenger cabin and oriented side-by-side. This set up is shown in Figure B.1. One of these
antennas, designated rov0, was operated as the rover antenna in a single-baseline precise
positioning solution against the master reference station of the Longhorn Dense Reference
Network (LDRN) [91]. The LDRN is a network of GNSS reference stations deployed in
Austin, TX by the UT Radionavigation Lab. The LDRN master reference station is lo-
cated on the rooftop of the Aerospace Engineering building on the UT-Austin campus. The
single-baseline solution between rov0 and LDRN master reference station provides a geo-
referenced precise vehicle position. The second antenna, designated rov/, participates in a
fixed-baseline two-dimensional attitude solution with rov0 to provide vehicle heading. A
basic visualization of this configuration is shown in Figure B.2.

The two GNSS antennas on the roof of the demonstration vehicle were connected to a
software-defined receiver (SDR) running on a smartphone applications processor located
in the trunk of the vehicle. A cellular data connection relayed real-time measurements from
the master reference station to the SDR.

The RTK solution developed in this demonstration was constrained by the known sep-
aration between the rov0 and rovI antennas. If the same spoofed GNSS signals were to

be received by these two antennas, then the solution would collapse and become unavail-
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able as a result of this constraint. Note that such unavailability could also occur due to
other phenomenon like blockage of signals, so it is not a definitive indication of a spoofing
attack. However, it is assured that no navigation solution would be generated if spoofed
GNSS signals were received.

This two-antenna set up can be extended to perform the detection test proposed in [69].
When coupled with an RPM spoofing detector [62], this is a very capable solution and
makes the connected vehicle network highly robust against GNSS spoofing.

(a) Two-antenna set up on roof of the demonstra- (b) Electronics hub in demonstration vehicle
tion vehicle for two-antenna RTK and spoofing trunk. Includes CDGNSS receiver, smartphone

detection. processor, and WiFi router.

Figure B.1: Demonstration vehicle two-antenna set up and processing hub.
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Figure B.2: Basic visualization of GNSS antenna configuration. A single-baseline precise
position solution between rov0 and the master reference station provides precise vehicle
position. A fixed-baseline 2D attitude solution between rov0 and rovl provides vehicle

heading.
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Appendix C

Security Issues in LTE

This appendix presents some of the shortcomings of the existing LTE standards for use
in connected vehicles. Note that in addition to these security issues, LTE is vulnerable to
all attacks that were effective against DSRC. In other words, LTE is vulnerable to internal
attacks and GNSS spoofing, just like DSRC, but is also vulnerable to some other security
issues.

LTE has made significant improvements over its predecessors (3G, CDMA, GPRS, etc.)
in terms of security. The User Equipment (UE) performs bidirectional authentication with
the cellular network, that is, UE authenticates the cellular network it is connecting to and the
cellular network authenticates UE as a legitimate LTE user. This is followed by symmetric
key encryption schemes such as AES or SNOW 3G to encrypt the data exchanged between
the user and base stations.

However, recent research has shown that LTE is vulnerable to denial-of-service (DoS)
attacks. These attacks exploit the unauthenticated and unencrypted information exchange
between the UE and base station in the initial Attach phase. Similar vulnerabilities lead to
abuse of privacy of the UE by fake base stations. These attacks are briefly described below.

It has been shown in [92] that it is straightforward to set up a malicious LTE eNodeB
(base station) with commercially available hardware. The UE can be persuaded to connect
to the malicious eNodeB by using high transmit power or by locating the malicious eNodeB
very close to the physical location of the UE. During the initial Affach phase, the malicious
eNodeB can disallow the use of LTE to its subscribers. No encryption or authentication
keys are needed on the part of the eNodeB to disallow LTE service. This forces the UE to
downgrade to older generations of cellular connectivity such as 3G or GSM, if available.
These standards have much weaker security mechanisms. This downgrade opens the door
for other attacks relevant to older generations of cellular protocols.

A passive or semi-passive [92] LTE attacker has been shown to be able to learn the
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coarse location of a UE by sniffing paging messages issued by the cellular network. Fur-
thermore, an active eNodeB attacker can exploit vulnerabilities in the specification and
implementation of LTE Radio Resource Control (RRC) protocol to accurately pinpoint the
UE via GPS coordinates or multilateration using base station signal strengths as observed
by that UE. All LTE devices currently deployed are vulnerable to such attacks. This is
in contrast with the DSRC standards that use short-lived pseudonyms to prevent temporal
tracking of vehicles.

In conclusion, even though the current LTE security mechanisms are an upgrade to
previous generations of cellular protocols, a few modifications are required for adoption in

safety-of-life applications such as connected vehicles.
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